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ABSTRACT

The rapid increase in the number of IoT devices in recent years indi-
cates how much financial investment and efforts the tech-industries
and the device manufacturers have put in. Unfortunately, this ag-
gressive competition can give rise to poor quality IoT devices that
are prone to adversarial attacks. To make matter worse, these at-
tacks can compromise not only security but also safety, since an IoT
device can directly operate on the physical world. Many recently
reported attacks are due to the insecurity present in the underlying
communication protocol stacks, and ZigBee is one of them. Consid-
ering the emergence and adoption of ZigBee 3.0 and the current
market share of ZigBee 1.0, it is essential to study and analyze these
protocol stacks at their specification level so that any insecurity at
the specification level should be identified and fixed before they go
into production.

With that goal in mind, in this paper, we develop a model for
ZigBee (1.0 and 3.0) and reason about its security properties using
a security protocol verification tool (named Tamarin). Our model
of ZigBee closely follows the ZigBee specification, and the secu-
rity properties are derived from the ZigBee specification. We use
Tamarin to verify these properties on our model and report our
findings on ZigBee 1.0 and ZigBee 3.0.

CCS CONCEPTS

« Security and privacy — Formal security models; Logic and
verification; Network security.

KEYWORDS

ZigBee, protocol verification, symbolic analysis

ACM Reference Format:

LiLi, Proyash Podder, and Endadul Hoque. 2020. A Formal Security Analysis
of ZigBee (1.0 and 3.0). In Hot Topics in the Science of Security Symposium
(HotSoS °20), April 7-8, 2020, Lawrence, KS, USA. ACM, New York, NY, USA,
11 pages. https://doi.org/10.1145/3384217.3385617

“Both authors contributed equally and their names are in alphabetic order.

Permission to make digital or hard copies of all or part of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full citation
on the first page. Copyrights for components of this work owned by others than ACM
must be honored. Abstracting with credit is permitted. To copy otherwise, or republish,
to post on servers or to redistribute to lists, requires prior specific permission and/or
a fee. Request permissions from permissions@acm.org.

HotSoS °20, April 7-8, 2020, Lawrence, KS, USA

© 2020 Association for Computing Machinery.

ACM ISBN 978-1-4503-7561-0/20/04...$15.00
https://doi.org/10.1145/3384217.3385617

1 INTRODUCTION

The rapid growth in the number of IoT devices [5, 6, 23] in re-
cent years indicates the amount of financial investment and ef-
forts from the tech-industries and the device manufacturers to-
ward widespread adoption of IoT devices [3, 4, 19, 25]. Unfortu-
nately, this aggressive competition can give rise to poor quality
IoT devices that are prone to adversarial attacks and exploitation
[2,7,11, 12,17, 18, 24, 32, 33]. These attacks can compromise not
only security [31, 43] but also safety [21, 44], since an IoT device
can directly operate on the physical world. Many recently reported
attacks [9, 26, 29, 34, 35] are due to the insecurity of the underlying
communication protocol stacks. Hence, it is imperative to analyze
the existing as well as emerging communication protocols to reason
about their security guarantees and limitations, prior to their wide
adoption.

IoT devices rely on one or more communication technologies
(e.g., ZigBee, Z-Wave, BLE, WiFi), some of which are well-suited
for resource-constrained devices to operate in low-power and lossy
networks (LLNs) such as ZigBee and Z-Wave. Among them, ZigBee-
based IoT devices are predominant in the IoT landscape (Half a
billion ZigBee chips have been sold to date, which is projected
to reach 1 billion chips by 2023 [46]). Security is one of the main
concerns of ZigBee communication. A newer version of ZigBee
emerged in 2015 dubbed ZigBee 3.0, which has been designed to
improve the performance and security limitations of the prior ver-
sion, ZigBee 1.0. Considering the current market share of ZigBee
and the gradual adoption of ZigBee 3.0, we aim to focus on ZigBee
specification and analyze its security guarantees. While prior work
[16, 20, 27, 39, 42] have studied ZigBee enabled devices for finding
vulnerabilities at the implementation level, those findings do not
necessarily reflect the insecurity in the specification. Furthermore,
their methodologies are often ad hoc and geared toward discovering
low-level vulnerabilities, and cannot effectively be transported to
formal analysis of the protocol stack.

In this paper, we aim to study and formally analyze ZigBee
protocol stacks (ZigBee 1.0 and ZigBee 3.0) at their specification
level, with the goal of verifying the security guarantees that ZigBee
is supposed to provide. Any violation of these security guarantees
will indicate underlying insecurity at the specification level, which
must be fixed before that insecurity loop-hole creeps into many
ZigBee devices. For our formal analysis, we first build a symbolic
model of ZigBee by closely following the ZigBee specifications
[49, 50]. This model primarily captures the important elements
related to ZigBee security, for instance, key sharing, device joining,
key update and so on. Next, we derive the security properties —
based on ZigBee specifications as well as some common security
assumptions — and check them against the model.

We utilize a security protocol verification tool (called Tamarin
[37, 38]) to reason about the security properties against this model.
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Tamarin is a powerful tool for the symbolic modeling and analysis of
security protocols. It is already a proven tool for analyzing complex
protocols like TLS 1.3 [14], 5G Authentication [8], and DNP3 [13].
Our model is compact as we were able to encode both ZigBee 1.0 and
ZigBee 3.0 in a single model by leveraging the branching support
in Tamarin. Our security analysis discovers some known security
vulnerabilities in ZigBee 1.0 and demonstrates the absence of those
vulnerabilities in ZigBee 3.0. We believe our formal model can be
leveraged by other researchers in the community to reason about
additional security properties of ZigBee 3.0. Our model and findings
are available at [51].

To summarize our contribution:

e We develop a symbolic model of ZigBee by following the ZigBee
specifications using the modeling language of Tamarin, a secu-
rity protocol verification tool. The model primarily captures the
important aspects of ZigBee security.

e We present the security properties derived from the ZigBee spec-
ifications and encode them for Tamarin so that it can check if
the model satisfies these properties or not.

e Our analysis shows how ZigBee 3.0 overcomes the vulnerabilities
found in ZigBee 1.0 by discovering the security vulnerabilities in
ZigBee 1.0 and proving their absence in ZigBee 3.0.

o We believe our model and analysis can facilitate future research
on ZigBee security.

The rest of the paper is organized as follows: the background
on ZigBee and its security properties in Section 2; our model and
the properties of ZigBee encoded for Tamarin and the threat model
in Section 3; our analysis results in Section 4; a discussion on our
analysis in Section 5; and relevant prior work in Section 6. Finally,
we conclude in Section 7.

2 BACKGROUND ON ZIGBEE

In this section, we describe the architecture of ZigBee and some key
concepts as these are necessary to understand our model correctly.
Then, we also discuss the security properties of ZigBee.

2.1 Overview

We will describe ZigBee primarily based on the official ZigBee
specifications [47, 49]. Besides, we have gathered information from
other documentations, blogs, research papers too [28, 41, 48, 50].

2.1.1 Architecture. The ZigBee stack architecture (Figure 1) con-
sists of multiple layers. Each layer performs a specific set of services
for the upper layer. The two lower layers - physical (PHY) layer and
the medium access control (MAC) layer are defined by the IEEE
802.15.4 standard. Above them, the ZigBee Alliance defined the
network (NWK) layer and the application (APL) layer. The bottom
of the application layer is the application support (APS) sub-layer,
which provides services to the ZigBee device objects (ZDO) and
manufacture-defined objects.

2.1.2 Actors. There can be three types of actors in ZigBee proto-
col: coordinator, router and end device.

Coordinator is the primary and basic part of a ZigBee network.
Each ZigBee network must have one coordinator that is basically
responsible for establishing, executing, and managing the overall
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Figure 1: ZigBee Stack Architecture

ZigBee network. Each device must have to get the coordinator’s
permission before joining the network. It is also responsible for the
security management of the network. The coordinator manages all
the keys that are used for encryption to build secure communica-
tion and distribute these keys to other devices.

Router behaves as an intermediate device between the coordi-
nator and the end device. An end device can communicate with a
coordinator directly or it can communicate via a router. A router
can just route data between a coordinator and end device. Usually,
a router is used when an end device cannot communicate with the
coordinator directly. The router is an optional part of a ZigBee net-
work since it is just used for routing data. It does not perform any
type of key establishment or any significant task. So, for simplicity
and without loss of generality, we will confine our model to an end
device to coordinator communication.

End Devices are usually the devices we are familiar with (e.g.,
smart switch, motion sensor, etc.). They do not have the ability to
route data. They usually have limited computational capabilities
and can only communicate with their parent (either a router or a
coordinator). To become a part of the network, they have to get
through the join process first with the coordinator.

2.1.3 Keys. ZigBee uses the symmetric-key cryptography. To be
specific, it uses 128-bit AES-based encryption system [49]. Many
keys are used in different sectors of communication in the ZigBee
protocol. Here, we will introduce some of them.

Network key is used by a ZigBee device to secure outgoing
NWK frames, and that is available for use to process incoming
NWK frames. It is generated by the coordinator and distributed to
all the devices. All the devices in a single ZigBee network share the
same network key.

Link keys are used in unicast communication and applied by the
APS (application support sub-layer) of the ZigBee stack [48]. Link
keys can be of different types. Each end device has a pre-configured
link key that is used to encrypt the network key when it is transmit-
ted from coordinator to an end device. The pre-configured link key
can be global or unique. After the sharing of the network key be-
tween the coordinator and device, the pre-configured link key might
be replaced by a new trust center link key in the latest versions of
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ZigBee. Two devices other than coordinator can use an application
link key for securing their communication at the application level.

2.2 Sub-Protocols

In order to model and analyze the standard security mode of the
ZigBee protocol, we will divide the whole protocol into some sub-
protocols for better understanding.

2.2.1 Initial Key Generation. Every ZigBee network must have
one coordinator, and the coordinator must generate a network
key to initiate the network. This network key would be the same
over the network, and the coordinator should send it to all the
devices in the network. So, the first phase of a ZigBee network is
the generation of a network key.

Then, when an end device joined the network, the coordinator
sends the network key to it. But the key will not be sent in plain
text. The coordinator encrypts it with the pre-configured link key.
This key is possessed by the device and need to share with the
coordinator. Now, there can be multiple situations. In ZigBee, a
pre-configured global key (5A 69 67 42 65 65 41 6C 6C 69 61 6E 63
65 30 39) is used as the default trust center link key. It is simple
because no key sharing is needed in this process. Both coordinator
and device know it as it is global. But surely it is vulnerable as an
adversary also knows it.

To provide protection against this vulnerability, in ZigBee 3.0, a
so-called Install Code is used for sharing a unique link key. Install
Codes are 128-bit of random data and a 16-bit cyclic redundancy
check (CRC) codes which are passed through a Matyas-Meyer-
Oseas (MMO) hash function to generate a trust center link key.
This derived key would be used instead of the well-known global
trust center link key. Generally, Install Code derived trust center link
keys are hard-coded into joining devices during the manufacturing
process. The corresponding Install Code is then included with the
device and sends it to the coordinator through an out-of-band
method such as a user interface [41]. The process of using Install
Code is simple. For the end device, we create the Install Code and
derive the pre-configured link key from it using the Matyas-Meyer-
Oseas hash function. Then we configure this link key into the
device. For the coordinator, the Install Code is sent out of band. And
the coordinator derives the pre-configured link key from it also
using the Matyas-Meyer-Oseas hash function. Then, the link key is
installed in the Trust Center.

2.2.2 Join a Secured Network. In a ZigBee network, all the de-
vices should possess the network key after fully joined in the net-
work, and the coordinator is responsible for the distribution of
the key. The network key is usually shared when an end device
has been permitted to join a network. Here we describe the mes-
sage communication for this sub-protocol (shown in Figure 2): The
joiner device broadcasts a beacon request for network discovery.
A coordinator that listens to the beacon request sends beacon to
the joiner which contains some information about the coordinator
including PAN (personal area network) ID, protocol version, etc.
Particularly, the coordinator will use the Association Permit field
in the beacon to indicate whether it allows other devices to join.
Upon receiving the beacon, and if the value of the Association Per-
mit field is True, the joiner sends an association request to the
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coordinator, and it will receive association response with Asso-
ciation Status field enclosed to indicate whether the association
attempt was successful. Now, the device is in "joined but unautho-
rized" [50] state. After the coordinator decides to let the joining
device into the network, the coordinator will send the network
key (encrypted by a pre-configured link key) to the device using
transport key command. When the device receives the network
key, it becomes an authorized device for that particular network.
A much more detailed description of joining a secured network
presented in Appendix A.

In ZigBee, an extra layer of security is added by updating the
trust center link key. When a device successfully joins a network,
it shall request a new trust center link key that is unique for the
coordinator and that particular device. The coordinator uses this key
to encrypt all the messages sending to the device at the application
layer and vice-versa. Here we describe the message communication
for this sub-protocol (shown in Figure 3): After a device joins a
network, it requests for a new trust center link key by sending the
coordinator a request key command with corresponding key type.
The coordinator generates a trust center link key for that device and
sends it to the device via transport key command that encrypted
with the previous link key (pre-configured link key). The device
then sends APS verify key to the coordinator for the verification
of the new trust center link key. The coordinator then confirms the
key by encrypting the confirm key command with the new trust
center link key and sending it to the device.
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After all these message exchanges, the device starts to use the
new trust center link key, replacing the pre-configured link key for
all the subsequent communications.

2.2.3 Application Key Establishment. ZigBee uses the so-called
application link key to support end-to-end application security. To
establish a link key between initiator and responder devices, a coor-
dinator (Trust Center) needs to be involved. The message sequence
is the following (also shown in Figure 4): The initiator device first
sends a request key command to the coordinator. In this message,
the initiator must set the key type (to application link key) and
the partner responder’s address. The coordinator generates a link
key for the pair and sends it to the initiator and responder devices
via transport key command respectively. From then, those two
devices can use the newly generated application link key to achieve
secured communication.

2.24 Network Key Update. ZigBee updates its network key
periodically or when required. To prevent replay attack, ZigBee
network contains a 32-bit frame counter that increments at every
packet transmission [48]. The maximum value that a frame counter
can be 0xFFFFFFFF. So, when this value reaches, no packet can be
transmitted anymore, then a network key update happens, which
resets the frame counter. As shown in Figure 5, the steps are: The
coordinator generates a new network key and broadcasts it to all
the devices through transport key command. When all the devices
receive the new network key, the coordinator again broadcasts a
switch key command. Upon receiving the command, all the devices
start to use the new network key instead of the previous one.

2.3 Security Properties

ZigBee uses some security measures for key establishment, key
transport, frame protection, and device management. These services
are basically implemented in the network (NWK) and application

Li Li, Proyash Podder, and Endadul Hoque

support sub-layer (APS) layers. The ZigBee protocol is based on
an "open trust” model. This means all protocol stack layers trust
each other. Therefore cryptographic protection only occurs between
devices. Every layer is responsible for the security of their respective
frames [52].

According to the ZigBee specifications, the level of security pro-
vided by the ZigBee security architecture depends on the safekeeping
of the symmetric keys, on the protection mechanisms employed, and
on the proper implementation of the cryptographic mechanisms and
associated security policies involved. It is assumed that secret keys do
not become available outside the device in an unsecured way. That
is, a device will not intentionally or inadvertently transmit its keying
material to other devices unless the keying material is protected, such
as during key-transport [49]. So, our first security goal will be to
figure out whether the keys maintain the secrecy property or not.

We already know that the ZigBee protocol uses lots of keys. For
the network layer encryption, ZigBee uses the network key. For the
application layer encryption between the coordinator and device, it
uses the trust center link key, and between two end devices, it uses
the application link key. Besides, for the protection of the network
key, while it transports from the coordinator towards the newly
joining device, ZigBee uses a pre-configured link key (globally
known or derived from the Install Code). So, we have to ensure that
all the keys remain secret in a network in the presence of an active
adversary.

Apart from the confidentiality of the keys, another critical se-
curity property is authenticity. We will also try to ensure the au-
thenticity of the ZigBee protocol. In this case, we will follow the
authenticity properties mentioned by Lowe [22], and briefly dis-
cuss the properties that Lowe mentioned in his paper. For example,
two actors A and B is running the protocol. Now, the following
properties should be fulfilled for authenticity: (i) Aliveness: a pro-
tocol guarantees to an initiator A aliveness of another agent B if,
whenever A (acting as initiator) completes a run of the protocol,
apparently with responder B, then B has previously been running
the protocol. (ii) Weak agreement: Besides fulfilling the aliveness
property, here we also have to include that B has been running the
protocol with A. They might not run the protocol over the same
data. (iii) Non-injective agreement: To satisfy this property, B has to
run the protocol with A over the same data. (iv) Injective agreement:
Finally, injective agreement adds the fact that, besides maintaining
a non-injective agreement, it will also have to follow the fact that,
for each run of A corresponds to a unique run of B.

3 MODELING ZIGBEE

In this section, we will first describe Tamarin, a tool that we use
to model and verify the security properties of ZigBee (§ 3.1). Then
we will briefly discuss about how we model ZigBee using Tamarin
(8 3.2), along with the threat model. Finally, we will present the
encoding of the security properties that we intend to check using
Tamarin (§ 3.3).

3.1 Tamarin

The Tamarin prover [37, 38] has been proven to be a powerful tool
for symbolic modeling and security analysis of complex protocols
like TLS 1.3 [14] and 5G Authentication [8]. At a high level, Tamarin
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rule Key_Generation:
[Fr(~k)] --[Key_generated(~k)J-> [!Key(~k)]

rule A_Send_Message:
[!'Key(k), Fr(~m)] --[A_Sent(~m)]1-> [Out(senc(~m,k))]

rule B_Receive_Message:
[In(senc(m,k))] --[B_Received]-> []

® N G w N =

Figure 6: An Example of Protocol Modeling

1 lemma message_secrecy:
2 "All m #i. A_sent(m) @ i ==> not Ex #j. K(m) @ j"

Figure 7: Message Secrecy Lemma

takes a security protocol model as the input, which specifies the
protocol agents, the adversary, and the protocol’s properties. To
elaborate, it includes (i) the actions to be taken by the agents that run
the protocol but in different roles (say, a client, a server, and a trusted
third party), (ii) the capability of the adversary, and (iii) a description
of the desired properties. Tamarin checks whether the given model
fulfills the desired properties and can automatically construct a
proof to support its findings: either satisfaction or violation.
Tamarin Modeling Language. Tamarin provides an expressive
language to specify protocol agents and adversaries. The language
is based on multiset rewriting rules [10] which can be used to
define the protocol as a labeled transition system (LTS). Each state
of this LTS symbolically encodes the protocol’ state, the in-transit
network messages, and the current knowledge of the adversaries.
Protocol agents interact by exchanging network messages, which
directly correspond to the transitions of the LTS. Tamarin supports
a good number of cryptographic primitives out of the box, such
as hashing, symmetric-encryption, asymmetric-encryption, and
Diffie-Hellman. It allows arbitrary instances of the protocol agents
to interleave in parallel. The properties are specified in Tamarin
using first-order logic formulas, which allows quantification over
messages and (logical) time instants.

Example Scenario. Suppose there are two agents A and B running
aprotocol and they share a key k between themselves for symmetric
encryption. A will send a message m encrypting it with k and B will
receive it. Figure 6 shows how to model this simple protocol using
three rules. The notations and the rules are explained below.
Tamarin Rules. A rule has three parts: premises (left-hand side),
action facts (middle) and conclusions (right-hand side) (see Figure 6).
Each rule must be defined with a unique name (e.g.,Key_Generation).
Recall that these rules are used to define the protocol as a label
transition system (LTS). The global state of this LTS is essentially a
multiset of facts (e.g., In(senc(m,k))), where is the initial state is
the empty multiset. The protocol makes progress as follows: If the
LTS is currently in S; and all the facts of the premises of a rule are
present/active in S;, then the rule will be executed. When a rule
executes, the facts of the premises are usually removed from S;
and the facts of the conclusion (right-hand side) are added to S;,
which in turn means the LTS transitioned from S; to S; (possibly,
S;j # S;). The action facts (the middle part) are usually used to
label the transition, and hence they are not part of the global state.
However, they appear on the trace of the model and thus play an
important role in writing security properties.
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Tamarin support two types of facts: linear and persistent. While

linear facts are ephemeral (produced and deleted) during the execu-
tion of the rule (e.g., In(senc(m, k))), persistent facts (prefixed with
a bang !) are never removed from the global state (e.g., !Key(k)).
Three built-in facts in Tamarin are: Fr to denote a freshly generated
name/identifier (e.g., ~m, where ~ indicates freshness of m), In and
Out to exchange messages over an untrusted network.
Security Properties. The security properties in Tamarin are ex-
pressed as lemma. In the previous example, A wants to send B a
message m such that only B can learn m. To achieve this objective,
A encrypts m with a secret key k that only A and B are supposed to
know. Now we can check whether m remains secret or not while in-
transit through the untrusted network at the presence of an active
adversary (K), by writing a lemma as shown in Figure 7. The lemma
reads as follows: for all m and temporal instant i, once the rule
A_send(m) is executed at i, there exists no subsequent temporal
instant j (i < j, as per Tamarin notation) such that the adversary
K gains the knowledge of m at j. In other words, once A sends the
encrypted m, the adversary K can never know m (the plaintext).

For each of the specified security properties, Tamarin checks the
property against the model. Tamarin explores all the paths of the
model to find out a counterexample of the negated formula. If found,
Tamarin presents the counterexample (i.e., a trace), demonstrating
how the model violates the property; otherwise, Tamarin ensures
that the property holds.

3.2 Modeling ZigBee Modules in Tamarin

We use the Tamarin modeling language to model ZigBee. Before
presenting our ZigBee model, we first outline our threat model and
some cryptographic assumptions. Note that these assumptions are
common in formal analysis of security protocols using symbolic
models.

3.2.1 Threat Model. The threat model that we will consider is
Dolev-Yao(DY) model [15]. It is a built-in adversary model in Tamarin.
The adversary has full control over the untrusted network such
that it can delete, modify and intercept in-transit messages or even
inject fabricated messages. It can also replay or combine messages
that it learns from previous the network messages. However, the
adversary will not have physical access to any device. In addition,
we consider that the user is honest and always properly installs
devices. The installed devices are certified by the ZigBee Alliance
and never become rogue or compromised during their lifetime.

3.2.2  Assumptions. We assume that the cryptographic primitives
(e.g., encryption, signature, hashing) are secure even at the presence
of an adversary in the network. For example, an adversary can
decrypt a message only if she has obtained the corresponding key.
Without the key, she can never learn the message by using other
techniques (e.g., brute force, frequency analysis). If any party (e.g.,
the coordinator) needs to generate some cryptographic keys, the
party utilizes Tamarin’s random number generator to produce fresh
keys. Each random number generated by Tamarin is assumed to
have the property of a cryptographic nonce.

3.2.3 Modeling. We closely follow the ZigBee specifications [49,
50] to model ZigBee. In our model we also follow the traditional
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IKG = Initial Key Generation

NJ = Network Joining Module @

NTKU = New Trust Center Link Key Update

AKE = Application Link Key Establishment

NU = Network Key Update

Figure 8: Relationship between different modules of ZigBee
protocol

1 rule Net_key_gen:
2 [Fr(~nk)] --[SecretNK(~nk)J-> [!NwkKey($C,~nk)]

Figure 9: Network Key Generation Rule

naming convention. Since we aim to model different versions of Zig-
Bee in a single symbolic model, we divide ZigBee security module
into multiple sub-modules and chain them accordingly as appropri-
ate for each version. To do so, we leverage the branching support
available in Tamarin; as a result, Tamarin can decide at runtime
which path of the model (i.e., which version of ZigBee) it should
follow depending on an incoming message. Although ours is a sin-
gle model, we will now describe them individually as sub-modules
to increase readability. For completeness, Figure 8 illustrates the
relationship among these sub-modules.

Initial Key Generation (IKG). As a pre-requisite, we first need
to generate some keys. We model all those key generations and
their association with corresponding agent. For example, Figure 9
shows the rule of network key generation. In the premise part of
the rule Net_key_gen, we generate a key using Fr which generates
a fresh random number that we assume as the network key of the
coordinator. In the conclusion part, the fact [ !NwkKey ($C, ~nk)]
shows the association between the freshly generated key (~nk) with
the coordinator, $C. The $ sign is used to express a public agent.
In addition, this fact is a persistent fact as denoted by ! sign. The
action fact [SecretNK(~nk)] is used to label the rule, which will
appear on the trace and be used while writing security properties
(as lemma) in Tamarin (§ 3.3).

Network Joining Module (NF). To model each module, we rely on
their state diagram that we created based on the specifications. The
advantage of creating such state diagrams is that each transitionina
state diagram directly corresponds to a rule in the symbolic model.
Figure 10 shows the exchange of messages between a new end
device and the coordinator when the end device wishes to join the
network. It also shows how each agent makes transitions between
their internal states. All ZigBee versions follow this primary module.
The only difference is that the earlier versions use a global key as
pre-configured link key and the later versions use a unique key
that is only shared between the device and coordinator. In real
life, for sharing the unique pre-configured key, the device uses an
out-of-band channel (e.g., the user enters the PIN/QR/bar code).

Modeling an out-of-band channel in Tamarin is challenging. To
overcome this issue, we create an additional secure channel in
Tamarin that mimics this out-of-band mechanism of sharing the
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Figure 10: State diagram of Network Joining

rule ChanOut_S:
[ Out_S($A,$B,x) 1
--[ ChanOut_S($A,$B,x) 1->
[ !Sec($A,$B,x) 1]

rule ChanIn_S:
[ !Sec($A,$B,x) 1]
--[ ChanIn_S($A,$B,x) 1->

1
2
3
4
5
6
7
8
9 [ In_S($A,$B,x) ]

Figure 11: A Secure Channel

End Device
Coordinator
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Figure 12: State diagram of New Trust Center Link Key Up-
date

unique key. Since the objective of sharing the key using an out-
of-band channel is to ensure that the key remains secret (i.e., the
adversary no knowledge of it), we can achieve the same objective
by using this secure channel in Tamarin (see Figure 11).

New Trust Center Link Key Update (NTKU). The New Trust Cen-
ter Link Key Update module (see Figure 12) is applicable only for
ZigBee 3.0. The pre-configured link key is replaced by a new trust
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Figure 13: State diagram of Application Link Key Establish-
ment
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Figure 14: State diagram of Network Key Update

center link key. We model this module and utilizes the branching
support in Tamarin so that it only applies to ZigBee 3.0.

Application Link Key Establishment (AKE). All ZigBee versions
have this module (Figure 13), but it is optional. If two devices want
to communicate secretly between themselves, then this module is
applied to establish a unique key for these devices.

Network Key Update (NU). This module (Figure 14) is used to
prevent replay attack. Each device has a frame counter. When the
frame counter reaches a certain value, the coordinator must update
the network key for all the devices. The coordinator transports
the new network key using TNKC, and later it commands all the
devices to switch to the new network key using SC. Tamarin allows
us to include user-defined functions in the model. We wrote a user-
defined function to model the increment of the frame counter.

3.3 ZigBee Security Properties in Tamarin

Previously in Section 2.3, we have discussed the security properties
of ZigBee, and in this section, we will discuss our effort to model
those properties (known as lemmas in Tamarin).

Secrecy of Keys. As we mentioned earlier in Section 2.3 that
ZigBee mainly focuses on the secrecy of its keys. So we construct
lemmas to prove whether the model maintains the secrecy of these
keys or not. Here, secrecy means that a piece of information should
only be known to the authorized parties. If any unauthorized party
(e.g., an adversary) learns a piece of information that is not intended
for him/her, we consider it as a violation of secrecy.
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1 lemma secrecy_NK:

2 "All x #i. SecretNK(x) @ i ==> (not(Ex #j. K(x) @j))"

Figure 15: Network Key Secrecy Lemma (simple)

1 lemma secrecy_NK:

2 "All x #i.

3 SecretNK(x) @ i ==> (not(Ex #j. K(x) @j))
4 | (Ex C D #r. RevPCK(D,C) @ r)"

Figure 16: Network Key Secrecy Lemma (Updated)

1 lemma injective_agreement:
2 All ¢ d x #i.

3 NwkKeyRecv(d,c,x) @ #i
4 ==>
5
6
7

'

(Ex #j. Send_Network_Key(c,d,x) @ #j
& j < i)
| (Ex #r. RevNK(c) @ r)"

Figure 17: Injective-Agreement Lemma

In ZigBee all the keys (e.g., network key, pre-configured link key,
trust center link key, application link key) should only be known to
the coordinator and the corresponding device(s). To handle a simple
case of the secrecy of a key, we can write a lemma as shown in Fig-
ure 15. It says that once a key is generated, the adversary can never
learn it in future. When Tamarin checks this lemma, it explores
all possible execution paths to find out if the adversary can learn
the key. If the adversary somehow learns the key, then Tamarin
provides a trace of the model (aka, counterexample) demonstrating
how the adversary learns the key and thus proving that the secrecy
of the key does not hold. Otherwise, in case of no counterexample,
Tamarin proves that the lemma holds.

However, this simpler lemma is not enough to accurately model
the secrecy property of a key used in ZigBee. Since the keys are
not necessarily independent of each other, the secrecy of one key
may depend on the secrecy of another. Furthermore, in reality, it
is not impossible that some keys are exposed to the adversary in
the long run. Therefore our model needs to capture any underlying
dependency. For instance, the network key is encrypted with the
(unique/global) pre-configured link key and then transported by
the coordinator. If the pre-configured link key is exposed to the
adversary and the adversary manages to capture the encrypted
packets of transporting the network key, then the adversary can
easily obtain the network key by decrypting the traffic. We updated
the secrecy lemma of the network key as shown in Figure 16. It
says that once a network key is generated, an adversary cannot
learn the key unless the pre-configured key has (somehow) been
revealed. Similarly, we updated the secrecy lemma for the other
keys.

Authentication properties. As we mentioned earlier in Section
2.3 about Lowe’s authentication properties, we have tried to prove
whether our ZigBee models satisfies those properties or not. We
consider 4 lemmas to check all the 4 properties of authentication
(i.e., aliveness, weak agreement, non-injective agreement, injective
agreement).
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Table 1: Secrecy of Keys in ZigBee 1.0

Security Property Result
Network key Secrecy violated
Pre-Configured Link Key Secrecy | violated
Application Link Key Secrecy violated

Table 2: Secrecy of Keys in ZigBee 3.0

Security Property Result
Network key Secrecy verified
Pre-Configured Link Key Secrecy | verified
New Trust Center Link Key Secrecy | verified
Application Link Key Secrecy verified

Table 3: Results of Lowe’s Authentication Properties

Security Property Result
Aliveness verified

Weak Agreement verified
Non-injective agreement | verified
Injective agreement verified

For instance, the proof of injective agreement of network key
sharing, we construct a lemma as shown in Figure 17. It says that
when a device receives a network key at time i, a coordinator must
have sent the network key at time j, where j < 1i.In other words,
if x is received by a device d at i, there must be a coordinator c
that sends the network key x at j (j < i) or the key is previously
revealed.

4 RESULTS FROM OUR ANALYSIS

In this section, we will discuss our findings on whether our ZigBee
model satisfies the security properties or not. We invoke Tamarin
to verify the security properties against our symbolic model for
both ZigBee 1.0 and ZigBee 3.0.

Secrecy of keys. Recall that ZigBee 1.0 does not have the install-
code based mechanism to generate and share a unique pre-configured
link key; instead, it only uses a global key as the pre-configured link
key. In the case of ZigBee 1.0, we incorporated a constant global
key in our model. Our analysis (see Table 1) demonstrates that the
secrecy of keys is violated because Tamarin is able to find a trace
denoting how the adversary can learn each of these keys.

On the contrary, in ZigBee 3.0, the pre-configured link key is
shared in a secured way. An install-code is shared using an out-of-
band channel between the device and the coordinator. Then they
generate the pre-configured key based on the shared code. So when
we analyze the secrecy of keys in ZigBee 3.0, we have found that
the properties hold (see Table 2).

Authentication. We checked the Lowe’s authentication proper-
ties against our symbolic model. We found that all these properties
hold (see Table 3), which means both ZigBee versions maintain all
the authentication properties.
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5 DISCUSSION

In our analysis, we have discovered the known vulnerabilities in
ZigBee 1.0 and their absence in ZigBee 3.0, which demonstrates
the protective measures taken by ZigBee 3.0 against those vulner-
abilities are effective. In other words, ZigBee 3.0 maintains the
confidentiality of the keys.

In the battle between usability and (effective) security, usability
wins most of the time, if not always. While ZigBee 3.0 is a more
secured option, it turns out that most of the manufacturer still
depends on the earlier versions of ZigBee because of their simplicity
compared to ZigBee 3.0. In our testbed experiments with smart-
home IoT devices and coordinators (e.g., Samsung SmartThings
Hub (Ver. 3) [36], OpenHAB 2.4 [1] using Telegesis ETRX357USB
ZigBee USB Stick), we observed that the devices and the hubs were
still using the global key for transporting the network key. As a
matter of fact, we were able to decrypt the whole communication
simply by using the global key to extract the transported network
key. Since the coordinators and devices did not use ZigBee 3.0, no
new trust center link key was generated and/or shared between
them. If an adversary had captured (or overheard) the encrypted
traffic between these coordinators and the devices, it could have
easily broken the confidentiality with little to no effort.

6 RELATED WORK

A significant amount of research has already been conducted about
the security issues of ZigBee [16, 20, 27, 30, 39, 40, 42, 52], most of
them focused on vulnerabilities at the implementation level.

Tobias Zillner et al. [52] described the actually applied security
measures in ZigBee and highlighted some weaknesses in the imple-
mentation. They pointed out while the ZigBee specifications offer
good measures, the ZigBee implementations lack those security
measures. Their findings include that many ZigBee implementa-
tions still use the default TC link key for initial key exchange, never
use link keys, and never update the network key even after a long
time (11 months).

Joshua Wright has developed a Python-based framework named
KillerBee [45] that can be used to exploit the security of ZigBee
devices. KillerBee includes several tools designed to attack ZigBee
and IEEE 802.15.4 networks. His experiments revealed that the net-
work key was sent in plain text and there was no reply protection
mechanism in ZigBee back then. The Zigbee specification that pub-
lished in 2012 successfully addressed those problems and provided
solutions.

Fan et al. [16] demonstrated how to sniff the network key of a Zig-
Bee network using a combination of association flooding and replay
attack. Vidgren et al. [40] showed two attacks named ZigBee End-
Device Sabotage Attack and ZigBee Network Key Sniffing Attack.
Olawumi et al. [30] presented three practical attacks against ZigBee
security. Philipp et al. [27] analyzed the touchlink commissioning
procedure of ZigBee and presented some novel attacks showing
that this commissioning procedure is insecure by design. Their
work has demonstrated how a passive eavesdropper can extract
key material from a distance of 130 meters and an active attacker
is able to take over devices from a distance of 190 meters.

Prior work [8, 13, 14] on formal analysis of security protocols
using Tamarin motivated us to use Tamarin to conduct a formal
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security analysis of ZigBee. Tamarin has already been used as a
powerful tool to analyze lots of protocols. Among them, Cremers
et al. [14] did a comprehensive symbolic analysis of TLS 1.3, Basin
et al. [8] performed a formal analysis of 5G authentication, and
Cremers et al. [13] also made a formal analysis of DNP3.

7 CONCLUSION

To formally analyze security of ZigBee, we presented a symbolic
model to represent both ZigBee 1.0 and ZigBee 3.0. The model
closely follows the ZigBee specifications. We also derived some
security properties from its specifications. Using a security pro-
tocol verification tool, Tamarin, we checked whether our model
complies with these security properties. Our analysis demonstrates
how ZigBee 1.0 violates the security properties by exposing the
cryptographic keys to an unauthorized party (say, an adversary)
and how ZigBee 3.0 maintains the security properties since those
vulnerabilities were fixed in ZigBee 3.0.
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A DETAILS ON HOW AN NEW IOT DEVICE
JOINS A ZIGBEE NETWORK

In the paper, we analyzed the ZigBee protocol based on the specifi-
cations. Here we provide a more detailed diagram (Figure A1) based
on the real communications captured by the Wireshark software.
The coordinator is the Samsung SmartThings Hub and the end
device is a Samsung SmartThings Outlet.

A.0.1 Network Discovery. Assume we have a new end device and
we want to join this device into a ZigBee network. The very first
thing for the end device to do is to detect all coordinators within its
transmission range, and that is to discover existing ZigBee networks
around it. As shown in Figure A1, the end device first broadcasts
beacon request command and receives beacon as a reply. If the
beacon frame with its Association Permit field set to True, the end
device will initiate the association process. In addition, when the
coordinator permits for other devices to join, it will also broadcast
permit joining request to all the coordinators and routers in the
current PAN (note that this command is encrypted with the network
key) to enable association in the whole PAN.

A.0.2 Join into the PAN. Now the end device knows how many
coordinators are around it and which one allows new devices to
join its network. The next step for the end device is to try to as-
sociate with the coordinator by sending association request to
the coordinator it wants to join. It will finally receive association
response with Association Status field enclosed to indicate whether
the association attempt was successful. However, one can notice
that there is a data request command lies between the association
request and response. This is because the association decision is
designed to be available at the coordinator within a time of aRespon-
seWaitTime. After this time, the end device attempts to forcefully
pull the association response from the coordinator using the data
request command.

A.0.3  Setup Security. After a device joined into a PAN, the security
of this PAN is achieved by encrypting commands at Network (NWK)
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Figure A1: Exchanged network messages between a new end
device and a ZigBee coordinator

layer or Application Support (APS) layer within this PAN. This
will prevent eavesdropping as long as the encryption key remains
secret. The (symmetric) encrypting key used in the network is the
so-called network key. The coordinator generates this key and sends
to newly joined devices over the transport key command. One
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A Formal Security Analysis of ZigBee (1.0 and 3.0)

would argue that sending a key via an untrusted communication
channel is pointless since this would leak the key; and that is correct.
The common solution is to use asymmetric key encryption scheme
to transport the symmetric key. Due to the complexity concern,
the ZigBee protocol uses a naive approach instead of public-key
encryption. The transport key command is sent over the APS
layer, and this layer is encrypted by a pre-configured trust center
link key.

A.0.4 Device Announcement. Just like the IP address of a host (i.e.,
computer), after the ZigBee device joined to a network, it will be
assigned a network address (Nwk Addr). The device announce-
ment command is broadcasted by the newly joined device to see if
any other devices already use this address. If so, a new address will
be assigned.

A.0.5 Get to Know with Each Other. Until now, the coordinator
does not know the services supported by this device, as well as
whether the device is a light bulb or a motion sensor.

Intuitively, if the device is a light bulb or a switch, the coordina-
tor can send a message to turn it on or off. In ZigBee, this On/Off
functionality is defined by cluster, be more specific, the OnOff Clus-
ter. Clusters such as Scenes Cluster, Power Configuration Cluster,
and Temperature Configuration Cluster are common clusters used in
smart home applications. On the other hand, ZigBee is designed to
be general, not only for smart home devices. ZigBee uses profile as
domain space to define related applications and devices, e.g., Home
Automation (HA) is a public profile about lights, outlets, switches,
and thermostats.

The first command in this section is the active endpoint re-
quest. Literally, this command is to query active endpoints of the
end device, but what is an endpoint? We know from the previous
discussion that if a coordinator wants to control the end device, it
has to know the application profile of the device and what are the
clusters it supports in this profile. However, a physical device may
have several independent things connected to it or support multiple
irrelevant services; e.g., a power outlet may have five sockets and a
motion sensor may support lumen sensing and temperature sens-
ing. As one can think of, every socket of an outlet is an endpoint,
every sensing functionality of a motion sensor is also an endpoint.
This design makes different devices and application profiles can
exist within one physical device (or a node). After the coordinator
knows the IDs of each endpoint of the end device, it will continue
to query the profile of each endpoint as well as clusters in the profile
by simple descriptor request.

The end device also wants to know more information about the
coordinator, such as what radio-frequency bands it supports, what
is the max buffer size. This can be done by the node descriptor
request and response.

Note that there are two different Acks for active endpoint
request and response — one for IEEE 802.15.4 protocol and the
other for ZigBee Application Support (APS) layer. The APS layer
ACK is a more sophisticated retry and acknowledgment mechanism.
The APS layer ACK in Figure Al is just an example; those ACK
commands happen widely in the communication, and the usages
differ from manufacturer’s implementations.
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A.0.6 Get to Work. To make the end device to provide actual ser-
vice is easy. So far the coordinator already learns the endpoints of
the end device (node), the profile of a specific endpoint, and clusters
supported in this profile. Now the coordinator can control a light
or get the temperature just by sending a specific command defined
in a specific cluster of a profile to the destination endpoint. These
commands are all enclosed by ZigBee Cluster Library (ZCL) frames.
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